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Abstract

Radio frequency identification (RFID) technology is a combination of RF and
IC chip technology. RFID technology is expected to replace the “bar code” functions
and will bring revolutionary changes to the retailers, the logistics and the global
supply chains. Currently, RFID has a lot of applications potential and operational
flexibility. However, its application in the field of anti-counterfeiting is just
beginning. This paper has made a comprehensive survey and research in the
anti-counterfeiting mechanism using RFID. The goal of this paper is to enhance the
anti-counterfeiting capability of the RFID technology. It takes three perspective
approaches to address this problem. At the “isolated component” level, we try to
enhance the anti-counterfeiting capability of each major RFID component (e.g.,
RFID tag and RFID reader), such that the counterfeiter has to pay a high premium to
counterfeit the authentic target object. At the “component interaction” level, we
introduce the authentication mechanism between the data transmission of two RFID
objects, such that there is no way for any fake object to participate in the
transmission process. At the “overall system” level, we propose four anti-counterfeit
architecture models to enhance the overall RFID system anti-counterfeiting
mechanism, and apply these four models to the banking and financial
anti-counterfeiting applications. Finally, we apply these four architecture models to
solve many counterfeit problems surrounding us. We hope that our research will
help the enterprise to solve many of their counterfeiting problems using RFID
technology, and at the same time assist them to make wise and proper decisions

when they need to deploy RFID technology in their companies.
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